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Privacy Policy

Data protection is a high priority for the Vifor Pharma Pension Fund (hereinafter called “Vifor Pharma
PF”, “we” or “us”). In this Privacy Policy, we explain how and for what purpose we collect and process
(e.g. store, use, transmit, etc.) personal data from you in connection with the provision of occupational
benefits and our related services and other activities, to whom we disclose your personal data, as well as
your rights arising in this context from data protection legislation or other legal bases.

Personal data refers to all information about personal or factual circumstances that relate to an identified
or identifiable natural person (e.g. name, address, e-mail address, etc.). In this Privacy Policy, we also
use the terms “your data” or “your personal data”.

We are committed to handling your personal data responsibly. Therefore, we process personal data
strictly in compliance with the Swiss Federal Law on Occupational Retirement, Survivors’ and Disabil-
ity Benefit Plans (BVG), the Swiss Federal Law on Vested Benefits in Occupational Old-Age, Survi-
vors’ and Disability Benefit Plans (FZG), the Swiss Federal Act on Data Protection (FADP)
(Datenschutzgesetz, DSG), as well as the associated ordinances and other Swiss data protection regula-
tions that may be applicable.

In this Privacy Policy we explain:

= the type of personal data we collect and process;

= the purposes for which we use your personal data;

= who has access to your personal data;

= for how long we process your personal data;

= the rights you have with respect to your personal data; and
= how to contact us.

This Privacy Policy covers the collection of personal data which we obtain in connection with our busi-
ness activities, including those which we receive from various sources, e.g. from your employer, from
public authorities and from other third parties (e.g. medical examiners).

In the following we provide you with detailed information which is divided into a general part on data
processing and a specific part which covers the provision of insurance services.

Please note that this Privacy Policy does not contain an exhaustive description of our data processing
activities and that individual matters may be governed in whole or in part by specific privacy state-
ments, general terms and conditions, fact sheets or similar documents (with or without reference in this
Privacy Policy).

1 Controller and data protection advisor

1.1 Controller
Responsibility for data processing according to data protection law lies with:

Vifor Pharma Pension Fund
Rechenstrasse 37

9014 St. Gallen

Tel.: +41 58 585 81 10

E-mail: viforpharma@avadis.ch

If you have any concerns or queries related to the provision of our services or this Privacy Policy,
please contact: viforpharma@avadis.ch.
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1.2 Data protection advisor
The contact details of our data protection advisor are:

Vifor (International) AG
Markus Kirchner
Rechenstrasse 37

9014 St. Gallen

E-mail: markus.kirchner@viforpharma.com

2 Data protection in general

2.1 Personal data processed by us
The Vifor Pharma PF processes a variety of personal data regardless of the means by which individuals
contact us, e.g., by telephone, at an event, etc. This concerns personal data in particular

. that we collect in connection with our business activities in mandatory, supplementary or volun-
tary pension provision from members and their dependants (e.g. current and former spouses, life
partners, parents, children and other beneficiaries), authorised representatives (e.g. legal repre-
sentatives), future members, interested parties, service providers, or from other persons involved
in the course of business activities;

. that we collect from former, current or future employers or their contacts; from the employers’
family members and their employees;

. that we collect from members of our bodies;

° that we collect from visitors to our offices;

. that we collect when you contact us via e-mail / contact form / quote form / other forms;

. that we receive in the context of an authorisation;

. that we are legally or contractually obliged to collect;

. that we collect from authorities and other third parties (medical examiners, social security insti-

tutions and private insurance companies, other employee and vested benefits institutions, suppli-
ers and partners).

Depending on the nature of the relationship, we process personal data from you such as:

. Contact data, inventory data and identification data, for example, surname, first name, ad-
dress, e-mail address, telephone number;

. Personal details such as date of birth, gender, nationality, place of birth, place of origin, resi-
dence status, marital status, details from identification data (e.g. passport or ID), beneficiaries,
language, data on dependants, health data, family certificate, birth certificate, educational certifi-
cates, insurance number and social security number, contract number, details on previous em-
ployee or vested benefits institutions, if applicable;

. Information related to the processing of benefit claims: Notification of a benefit claim, infor-
mation on the cause of the benefit claim (e.g. accident, illness, date of the incident, etc.) and
other information related to the verification and assessment of the benefit claim (e.g. highly sen-
sitive personal data, information on persons involved and on third parties such as insurance com-
panies, etc.), information on termination benefits and other benefit claims;

. Information on third parties, in particular information on family members;

. Contract data such as contract type, contract content, type of products and services, forecast
data, applicable terms and conditions, contract start date, contract term, invoice data and details
regarding other insurance policies;

. Financial and employment data such as salary data, account information, payment infor-
mation, payment history, credit standing, income, employment status, employment type, capacity
for work;
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. Marginal data from telecommunications traffic such as telephone number, value-added service
codes, date, time and duration of connection, type of connection;

. Interaction and usage data such as correspondence, preferences and target group information,
and information from assertion of rights.

2.2  How do we obtain personal data?

2.2.1 Personal data that you disclose to us

We obtain personal data from you when you submit data to us or when you contact us. This may occur
through various channels by which you communicate with us (e.g. e-mail, letters, phone, fax, etc.) or
through your use of services which we offer as part of our business activities.

2.2.2 Personal data that we collect from third parties

We collect personal data in connection with the provision of occupational benefits in accordance with
the relevant statutory provisions. In addition, we collect personal data from third parties with whom we
collaborate to be able to carry out business activities within the scope of the provision of occupational
benefits and other services. We also collect personal data from published sources.

We collect personal data from the following third parties, for example:

. employers;

. persons associated with you (e.g. family members, legal representatives, etc.);

. medical experts, physicians and other service providers who make inquiries about your health;

. private insurance companies and social security institutions, other employee and vested benefits
institutions;

. banks and other service providers involved in the provision of occupational benefits (e.g. bro-
kers, reinsurance companies, etc.);

. credit agencies;

. authorities, courts, political parties and other third parties, in connection with administrative and
judicial proceedings;

. Swiss Post, for address updates;

. other service providers;

. public registers (commercial register, debt collection register, etc.).

2.3 Purposes for which we process personal data

2.3.1 Provision of occupational benefits

Within the context of occupational benefits provision, we process data from active members, which are
provided to us by the employer as part of the entry process, to ensure that all active members are duly
registered and insured in accordance with the occupational benefits regulations. The data collected are
processed to guarantee that contributions are calculated correctly and that active members receive the
benefits to which they are entitled if a benefit claim arises or in the event of disability. In addition, the
processing of personal data of Vifor Pharma PF’s active members is necessary for the effective admin-
istration of insurance contracts, including the processing of payouts and communication with employees
or your employer.

2.3.2 Other purposes

Moreover, we process your personal data and those from other persons, to the extent permitted and
deemed appropriate, for the following purposes, in which we (and sometimes third parties) have a legit-
imate interest corresponding to the purpose:

. provision and optimisation of our services;

. communication and processing of requests (e.g. via contact forms, e-mail, telephone, job appli-
cations or media requests);

. advertising and marketing (including the hosting of events), insofar as you have consented to the
use of your data (if you receive advertising from us as an existing customer, you may object to
this advertising at any time. In this case we will put you on a blocking list to stop further adver-
tising mailings);
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. market research, media monitoring;

. assertion of legal claims and defence in connection with legal disputes and official proceedings;

. any transactions under company law affecting the Vifor Pharma PF and the associated transfer of
personal data;

. prevention and investigation of criminal offences and other malpractice (e.g. conducting internal
investigations, data analyses to combat fraud);

. compliance with legal and regulatory obligations as well as Vifor Pharma PF’s internal regula-
tions;

. warranties concerning our operations, especially IT.

2.4  Legal basis of the processing

2.4.1 Mandatory occupational pension provision

In the context of mandatory occupational benefits provision, we generally process your personal data
based on compliance with applicable laws, in particular:

. the Swiss Federal Law on the Occupational Retirement, Survivors’ and Disability Benefit Plans
(BVG);

. the Swiss Federal Law on Vested Benefits in Occupational Old-Age, Survivors’ and Disability
Benefit Plans (FZG);

as well as the associated ordinances. As a federal body, we process your personal data in this context
within the scope of our statutory processing powers (e.g. Art. 85a ff. BVG).

2.4.2 Supplementary pension provision and other contexts
In the context of supplementary pension provision as well as other non-mandatory contexts, we process
your data based on:

. consent, to the extent you have given it to us, to process your personal data for specific pur-
poses. We process your personal data within the scope of and based on this consent where we
require such a legal basis in the absence of any other legal basis. Consent given can be revoked
at any time, however this has no effect on data processing that has already taken place. You can
send us a revocation by e-mail or by post to the (e-mail) address indicated in section 1.1.

) the conclusion or performance of a contract with your employer (affiliation agreement for the
provision of occupational benefits);

. the conclusion or performance of a contract with you or your request to do so (in the case of
home financing contracts, for example);

. an overriding interest (for example, to guarantee information security or data protection or to
perform tasks in the public interest); however, in this case you may have the right to object;

. a legal obligation (for example in the case of documents or information that must be retained for

a specific period of time).

3 Data protection in particular: provision of occupational benefits

As part of the entry process, in response to a corresponding entry notification from your employer, we
collect your personal data when you are admitted to the Vifor Pharma PF as a member (hereinafter “ac-
tive member”). Starting from the moment you receive a pension from us (e.g. retirement pension, disa-
bility pension, etc.), your status changes to “pension recipient”.

3.1 Personal data processed within the context of the provision of insurance services
by the Vifor Pharma PF

The personal data processed by us within the context of the provision of occupational benefits include
in particular:

. Your master data (e.g. name, address, contact details, age, gender, marital status and, if applica-
ble, date of marriage or divorce or date of registration or dissolution of partnership, insurance
number, details of previous employee or vested benefits institutions, if applicable, and, within
the scope of the statutory provisions, the AHV number);
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. Health data, which are submitted to us via the entry natification from your employer, as supple-
mentary information from active members or as answers to questions on the insured risk or as
information and statements from third parties within the scope of a possible in-depth health
check (in particular doctors, other specialists, experts, previous pension fund, insurance compa-
nies / social security institutions, etc.),

. Information on third parties, insofar as they are also affected by the data processing (e.g. rela-
tives (children) or beneficiaries);

. Data on your employment or the respective contact person (e.g. company, name and address, po-
sition in the company, and, in particular, salary data and degree of employment);

. Contract data, case data and data with regard to benefit claims that arise in connection with a

possible or actual affiliation agreement or its termination, the admission of new members into
the occupational benefits scheme or the performance of a contract. These also include, for exam-
ple, information provided in connection with benefit claims (e.g. notification of the benefit
claim, claim number, cause) or other benefits (e.g. payment of the termination benefit) as well as
health data (e.g. onset of incapacity for work or death);

) Financial data (e.g. income, buy-ins into occupational benefits and payment of termination bene-
fits, divorce payments, EHO advance withdrawals and pensions, financial data from beneficiar-
ies such as surviving spouses / registered partners and bank details).

These data are submitted to us via the entry notification from your employer, as supplementary infor-
mation from active members, in response to questions on the insured risk, as disclosures from third par-
ties within the scope of a possible in-depth health check (in particular physicians, other specialists, ex-
perts, previous pension fund, insurance companies / social security institutions, etc.).

3.2 Purpose of the processing of personal data within the context of the provision of
insurance services

We process your personal data for the purpose of providing occupational benefits, including the follow-
ing purposes:

. conclusion and processing of an affiliation agreement with your employer,

) admission of new members and maintaining one or more pension plan capital accounts for which
we process, in particular, information on contributions, buy-ins, retirement assets and payouts,

. verification and processing of benefit claims (retirement, disability, death) and, if applicable,

payment of benefits.

4 Disclosure and transfer of personal data to third parties

If your personal data are not processed by us, but by processors or other responsible parties, we ensure
full compliance with the legal requirements. As a rule, data are disclosed to third parties only:

. if the disclosure is necessary for the provision of occupational benefits or the provision of other
services by us,

. if the disclosure is necessary for the contractual arrangement with you,

. if the disclosure is permissible due to a balancing of interests,

. if the disclosure is necessary due to legal obligations, or

. with your explicit consent.

Within the scope of our business activities and for the above-mentioned purposes, we also disclose per-
sonal data to third parties, insofar as this is permitted and appropriate. This is the case either if such par-
ties process the data for us (processing) or if they want to use it for their own purposes (data disclosure).
This applies in particular to (all hereinafter referred to as “Recipients”):

. employers (affiliated companies; however, no information about your health, your retirement as-
sets or individual transactions such as buy-ins or advance withdrawals will be disclosed);

. service providers who take over the management of the pension fund as well as the technical ad-
ministration and asset management on our behalf;
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. other service providers, including processors (such as external administrators or IT providers) for
the processing and storage of your data, sending and receiving e-mails;

. our auditors;

. employer’s auditors;

. occupational benefits experts;

. medical experts, physicians and other service providers;

. pension fund committees and guarantee fund;

. advisors, such as lawyers;

. business partners (e.g. brokers and distributors), logistics partners, credit agencies, debt collec-
tion agencies;

. authorities (supervisory and tax authorities);

. other social security institutions (e.g. AHV, IV or other pension funds);

. insurance companies (e.g. for the reinsurance of risks);

. Substitute Occupational Benefit Institution;

. Central Compensation Office (ZAS);

. employer’s actuary;

. banking institutions and payment service providers, notaries’ offices for advance withdrawals in

the context of the encouragement of home ownership (EHO);

. other departments within Vifor Pharma PF (e.g. the Vifor Pharma PF HR department for the pur-
pose of inviting pension recipients to events, informing about deaths, etc.) to allow the data to be
communicated internally;

. government offices and courts.

Most of the Recipients are based in Switzerland, however, some of them are located abroad. In particu-
lar, you should expect your data to be transferred to other countries in Europe and the US where some
of our IT service providers are located.

If, in exceptional cases, we transfer data to a country that does not have an adequate level of data pro-
tection (such as the US), we require that the Recipient take appropriate measures to protect personal
data (e.g. by agreeing to so-called EU standard clauses (current version available here), taking other
precautions or based on justification grounds).

5 Duration of data processing

We process personal data for as long as it is necessary for the fulfilment of our contractual obligations
or for other purposes pursued with the processing, often for the duration of the entire business relation-
ship (from the initiation, to the processing and termination of a contract) and beyond in accordance with
the statutory retention and documentation obligations. In this context, it is possible that personal data
will be retained for the time during which claims can be asserted against us or we are otherwise legally
obligated to do so, or as long as is necessary due to legitimate interests (e.g. for evidence and documen-
tation purposes). As soon as your personal data are no longer required for the above-mentioned pur-
poses, they will, as a principle, be deleted or anonymised.

6 Data processing location
As a principle, we process personal data exclusively in Switzerland or in member states of the EU/EEA
or in countries that have adequate data protection.

7 Transmission of personal data abroad

Personal data are processed almost exclusively in Switzerland. An exception is the disclosure of per-
sonal data in the context of the provision of benefits in the event of a benefit claim by a person insured
by us (payment of occupational benefits to members living abroad) or when we use IT services for
which the transmission of personal data abroad is unavoidable.

Where we transmit personal data to a country without an adequate level of data protection, we safe-
guard the protection of these data in an adequate manner. One means of guaranteeing sufficient data
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protection is the conclusion of data transfer agreements with the recipients of your personal data in third
countries that ensure the necessary data protection. This may include, for example, contracts approved,
issued or recognised by the European Commission and the Federal Data Protection and Information
Commissioner, so-called standard contractual clauses, which are available here. Please note that such
contractual arrangements can partially compensate for weaker or missing legal protection, but cannot
completely exclude all risks (e.g. from government access abroad). In exceptional cases, the transfer to
countries without adequate protection may also be permitted in other cases, e.g. based on consent, in
connection with legal proceedings abroad or if the transmission is necessary for the performance of a
contract.

8 Data security

To protect your personal data against unauthorised access, tampering, loss, destruction or disclosure by
unauthorised persons, we have taken technical and organisational security measures that are state of the
art.

Our security mechanisms include, among others, encryption of your personal data. Organisational secu-
rity measures include, for example, directives, confidentiality agreements and regular monitoring. In
addition, we require our processors to take appropriate technical and organisational security measures.

With the support of external experts, we continuously improve our security measures in line with the
latest technological developments.

Our bodies and employees as well as external providers are subject to strict confidentiality and are
obliged to comply with the provisions of data protection law. Furthermore, external providers are
granted access to your personal data only to the extent necessary.

9 Your rights
You have the right

. to request information about your personal data stored with us;

. to have inaccurate or incomplete personal data corrected;

. to ask for your personal data to be deleted or rendered anonymous if they are not (or no longer)
necessary for the provision of occupational benefits or other services provided by us;

. to request a restriction to processing your personal data insofar as the processing is not (or no
longer) necessary for the provision of occupational benefits;

. to receive certain personal data in a structured, common and machine-readable format;

. to revoke consent with effect for the future, insofar as processing is based on consent.

Please note that we reserve the right to enforce the restrictions provided for by law, for example if we
are obliged to retain or process certain data, have an overriding interest in doing so (insofar as we are
entitled to invoke such overriding interest), or require certain data for the assertion of claims.

Note that exercising these rights may conflict with contractual agreements and may have consequences
such as early termination of the contract or resulting costs. We will inform you in advance where such
consequences are not contractually regulated.

If you believe that the processing of your personal data breaches data protection law, or that your data
protection rights have been breached in any other way, you may also complain to the competent super-
visory authority. In Switzerland, the competent authority is the Federal Data Protection and Information
Commissioner (FDPIC; https://www.edoeb.admin.ch/edoeb/en/home.html).

The exercise of your rights under data protection law generally requires that you prove your identity
(e.g. by means of a copy of your ID card, if your identity is not otherwise ascertained or cannot be veri-
fied). To assert your rights, please contact us by e-mail at the e-mail address specified in section 1.1.

Swiss Infosec AG 27.07.2023 Page 9/10
BUSINESS USE


https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj?uri=CELEX%3A32021D0914&locale=en
https://www.edoeb.admin.ch/edoeb/en/home.html

10 Amendments to this Privacy Policy

This Privacy Policy may be amended over time, in particular to incorporate any changes to our data pro-
cessing practices or any new legal requirements. In general, the version current at the start of the pro-
cessing in question shall apply to the data processing in each case.

Swiss Infosec AG 27.07.2023 Page 10/10
BUSINESS USE



